



Music Mark
Explanatory Note – Data Sharing Agreement
Introduction and Background 
As new Music Hubs across the country come together as part of the Hub Investment Programme, it is important that Hub Lead Organisations (“HLOs”) work to ensure high quality governance arrangements, processes and agreements are in place across their Hub areas. It is likely that HLOs, music service providers and other key partners will need to share personal data between them, including the personal data of staff Partners and the individuals who receive and benefit from the work of organisations in the Hubs. 
The aim of this data sharing agreement is to enable key “Partners” in the Hub to share personal data between them in accordance with their data protection obligations. It is likely that each Partner will be a controller of the personal data that it uses and shares, meaning that each Partner determines how and that personal data should be collected and used. Where two controllers wish to share personal data, they are expected by the ICO to put in place provisions that are compliant with the ICO’s Data Sharing Code of Practice. Note that in some cases, it is likely that partners will be joint controllers (meaning that they jointly decide how and why personal data should be used) – this will be particularly relevant in the context of joint services or events that are held/delivered by partners as part of their Hub delivery. Where parties are joint controllers, Article 26 UK GDPR requires that they come to an agreement on certain key points (e.g. who will provide transparency information to individuals, and how individuals can exercise their rights under the UK GDPR).  
This data sharing agreement will ensure that personal data shared between Partners can flow freely, securely and in accordance with the Data Sharing Code and – where appropriate – Article 26 UK GDPR.
The agreement will be entered into by each key Partner in a Hub. Given that the aim of the agreement is only to ensure that Partners are able to comply with their obligations under the UK GDPR and that individuals’ personal data is adequately protected, the provisions are even-handed throughout. 
This explanatory note sets out a summary of the key provisions in the agreement, as well as points for Partners to consider to ensure that the agreement is as accurate and practical as possible. It may also be that, in some circumstances, Partners may wish to obtain separate legal advice.
1. Recitals and Clause 1 (Interpretations/Definitions)

(a) Partners should include their details at the top of the agreement as parties, as they would for any other agreement. We have also prepared the Recitals to this agreement with the information that we understand to be pertinent, but it is open to the Partners to amend the Recitals as they think best. The Recitals are not binding, but give the Partners an opportunity to set out any relevant background that may be helpful. 

(b) Many of the definitions in Clause 1 in this clause are tied to the UK GDPR, but we have also included a definition of ‘Protected Data’, so that the agreement covers personal data that is shared between the Partners for specified purposes (which are set out in Schedule 1).

(c) The definitions also make a distinction between ‘Staff Data’ (which includes data of employees of Partners that are shared in the course of business-as-usual communications) and ‘Joint Event Data’, which includes data that Partners share where required to run events jointly. This is because Partners are likely to be sharing (i) Staff Data as independent controllers and (ii) Joint Event Data as joint controllers.

(d) NB if Partners are sharing personal data other than Staff Data or Joint Event Data, this will need to be set out in Schedule 1 of the data sharing agreement (see below). Partners may want to obtain separate legal advice to determine their roles in respect of such data (i.e. to determine whether Partners will be independent controllers or joint controllers). 

2. Clause 2 (Status of the parties)

(a) This clause sets out the status of the Partners as independent and/or joint controllers, as noted above and in the Introduction.

3. Clause 3 (Compliance with Data Protection Legislation) 

(a) Clauses 3.1 – 3.2 set out each Member’s obligation to comply with data protection legislation; 

(b) Clauses 3.3 – 3.4 set out specific obligations that apply to the Partners where they act as joint controllers (e.g. in respect of Joint Event Data) under Article 26 UK GDPR. In particular: 

(i) Each Partner must provide individuals with a privacy notice (or equivalent) which tells those individuals that the Partners are joint controllers (and will share personal data between them), how individuals can exercise their rights and who individuals can contact if they have questions on data protection (this can be one contact from each of the Partners, or a contact from one of the Partners that will deal with all requests). 

(ii) It is likely to be more convenient and practical to have a separate contact for each Member, but this is ultimately up to the Partners to decide.

(iii) In terms of preparing a privacy notice, the Partners can either prepare a specific ‘Joint Privacy Notice’ which captures their joint activities and which can be provided to any individuals who attend joint events, or, alternatively, each Partner can update its own existing Privacy Notice to include reference to the other Partners (and the fact that they will be joint controllers etc.). Again, it is up to the Partners to determine what approach is most appropriate for them. 

4. Clause 4 (Handling of Protected Data)

(a) Clause 4 includes the core obligations about how the Protected Data (both Staff Data and Joint Event Data) should be processed by each of the Partners in accordance with the principles set out in the UK GDPR.

(b) Clause 4.1.1 refers to “technical and organisational measures” which captures the UK GDPR’s Security Principle. This requires that the Partners put in place appropriate security measures to prevent the Protected Data being accidentally or deliberately compromised. These may include physical measures (e.g. ensuring appropriate access controls, password protecting documents, using encryption etc.) and/or organisational measures (e.g. ensuring there is a culture of data protection within the organisation or ensuring that there is someone within the organisation responsible for data protection). The Partners must put in place measures that are appropriate to the level of the risks posed to the Protected Data if it were lost, taking into account its sensitivity or similar (for example, greater security is likely to be needed for data relating to ethnicity than e.g. an IP address).

(c) Clause 4.1.2 refers to the Particulars in Schedule 1, which set out specific information about the personal data processed under this data sharing agreement. The Particulars include: the types of data to be shared; the purposes for which the data is processed; the lawful bases (or legal grounds) under which the data is processed and details as to whether any of the Partners will share the data with any third parties. We have included further information on this below. 

(d) Clauses 4.1.5 – 4.1.6 requires the Partners to inform each other about and cooperate to respond to any complaints or requests that one Partner receives about another Member’s compliance with the Data Protection Legislation. 

5. Clause 5 (Data Subject Rights)

(a) Under Clause 5, Partners are required to protect the rights of individuals (or a ‘Data Subject’) (which is already an obligation under UK GDPR) and to cooperate with each other so that the relevant Partner can handle a ‘Data Subject Request’ (which includes any request from an individual to exercise their rights under the UK GDPR e.g. a subject access request, right to erasure etc.). 

(b) The aim of this clause is to ensure that (i) each Partner informs the other Partners if the Partner receives a Data Subject Request which covers personal data that is shared under the agreement and (ii) that the Partners cooperate to ensure that any Data Subject Requests are handled appropriately and within any deadlines under the UK GDPR. 

(c) Clause 5.2 currently provides that the Partner which receives a Data Subject Request will handle that request (with assistance from the other Partners as needed), which we find is the most practical solution for most organisations, particularly in a situation like this where individuals are already used to dealing with their local music service provider. However, if preferable, Partners can agree that one of them will deal with all Data Subject Requests that relate to the data that’s shared between them (so that if any of the Partners receive a Data Subject Request they would send it to a ‘lead’ Partner to deal with, with cooperation from the other Partners).

(d) As an example of how this provision might work in practice, a Data Subject may send a request to one Partner (the “Recipient Partner”) but request access to the Joint Event Data that is held by the Recipient Member, but which is controlled by all of the Partners (as joint controllers). In this case, clause 5 would require the Recipient Partner to inform the other Partners of the request (because they are all joint controllers of the data), and for the Partners to co-operate so that the Recipient Party can handle the request appropriately (for example, the other Partners might need to provide relevant information to the Recipient Partner so that it can appropriately respond to the Data Subject).

6. Clause 6 (International Data Transfers)

(a) This is a relatively simple provision which provides that a Partner can only transfer Protected Data out of the UK (if necessary) in accordance with data protection law (i.e. where the country to which the data is being transferred has been deemed ‘adequate’ by the UK Government, where the Partner puts in place a transfer mechanism such as the UK International Data Transfer Agreement or where a derogation applies). 

7. Clause 7 (Data Security Breaches)

(a) Under the UK GDPR, a controller is required to notify the ICO within 72 hours of becoming aware of a Data Security Breach (unless the breach is unlikely to result in a risk to the rights and harms of individuals). If the Data Security Breach is likely to result in a high risk to the rights and freedoms of individuals, the controller must also notify affected individuals.

(b) Clause 7 requires the Partners to inform each other about any Data Security Breach in good time and cooperate to make any reports as required. Note that ‘Data Security Breach’ is defined in the data sharing agreement as a breach that relates to the Protected Data only (so the Partners will only need to inform each other about a Data Security Breach that affects the personal data shared between them).  

(c) Co-ordination between the Partners in the event of a Data Security Breach is important to assist them all to keep any affected Protected Data safe. For example, it may allow for the other Partners to take preventative steps to protect the data they process, including if there was a targeted attack against any of the Partners. It also will allow the Partners to more effectively investigate any Data Security Breach, determine whether the Data Security Breach needs to be reported to the ICO or affected individuals and, if so, what decide such report should include. 

(d) In respect of a Data Security Breach affecting Joint Event Data, all of the Partners would be required to notify the ICO (and, if relevant, affected individuals) of the Data Security Breach as joint controllers (assuming the breach meets the threshold for reporting). This could be done in a joint report, if preferable. Again, it is therefore important that all of the Partners are aware of the Data Security Breach and can cooperate to contribute to any analysis as to whether a notification is required and the content of any resulting notification to the ICO/affected individuals.

8. Clause 8 (Retention and deletion of Protected Data) 

(a) This clause makes clear that the Partners will only retain the data that they receive from another Partners for as long as reasonably necessary in light of the purposes for processing that data (this is a key principle under the UK GDPR). Of course, to the extent that a Partner is required to keep data under law, this clause won’t prevent it from doing so.  

9. Clause 9 (Claims by data subjects)

(a) Clause 9 sets out what will happen if there is a dispute with an individual in relation to Joint Event Data (or any other data where Partners are joint controllers). Broadly speaking, you will see that these provisions are even handed, and essentially require the Partners to keep each other updated about any claim and that any payable compensation is apportioned between the Partners in a way that corresponds to their responsibility for the claim. How that responsibility is determined is up to the Partners – this could be as a result of internal discussion between the Partners, expert opinion, mediation or even on the basis of an ICO opinion if the relevant individual has complained to the ICO. 


10. Clause 10 (Relevant authorities and enforcement)

(a) The purpose of Clause 10 is to ensure that the Partners co-operate when communicating with the UK ICO, or another regulator. This is because the Partners will be working closely when sharing Protected Data and will therefore be able to assist each other in ensuring that any communications with the ICO are accurate and consistent.
 
(b) In respect of any Protected Data where the Partners are joint controllers (i.e. Joint Event Data Data), all of the Partners are responsible for the compliance with the UK GDPR and therefore for reporting to the ICO when required, so co-operation is essential to enable the Partners to comply with their obligations. The Partners can send a joint or co-ordinated response to the ICO if that is most convenient. 

11. Clause 11 (Changes to Data Protection Legislation)

(a) This Clause makes clear that if Data Protection Legislation changes in a way that means the Partners need to amend this agreement, or enter into a new one, they will do so. NB We are not aware of any such changes incoming as things stand, and Partners may wish to obtain separate legal advice on the implications of any updates to data protection legislation on this agreement (or indeed their obligations more generally). 

12. Clause 12 (Data Privacy Contacts)

(a) We would advise that each Partner has a Data Privacy Contact, i.e. someone within each organisation that can deal with any issues that arise in the context of data protection. We find that this is a useful way of ensuring that any issues under this agreement can be dealt with more effectively and efficiently.

13. Schedule 1 (Particulars)

(a) This Schedule requires the Partners to set out the practical information in relation to the personal data that is shared between them. We have included some of the information that we think may be most  relevant for Partners, but Partners will need to review and amend/supplement as needed to ensure that all sections of the Schedule are accurate, and in particular that the Schedule captures the data that needs to be shared, and the purposes for that sharing. 

(b) In the row on lawful bases, we have included the lawful bases (under Article 6 UK GDPR) that, in our view, are likely to be most relevant to Partners. However, Partners may wish to obtain separate legal advice to establish the appropriate lawful bases for sharing data with other Partners in the Hub, particularly if they will be sharing personal data that is not already referenced in this agreement.  

(c) Note that this should be a ‘living’ document, so it is important that if the Partners need to share further personal data in the future, this Schedule is updated accordingly. 

(d) The final row of the table asks if the Partners will share the Protected Data with third parties (other than processors, see below). Note that if the Partners are sharing Protected Data with third parties, they may need to take further steps to do so compliantly e.g. by: 

(i) entering into a data sharing agreement with a third party music service provider, or 

(ii) entering into a data processing agreement with a processor of personal data. Under the UK GDPR, a processor is an organisation that processes personal data on behalf of a controller (i.e. only in accordance with the written instructions of the controller). An example of a processor could be a third-party supplier of IT services, a CRM provider or a payroll provider. The service contract with any such supplier/service provider should confirm whether the supplier/service provider is a processor or a controller and – if the supplier/service provider is a processor, the contract must include certain provisions (per Article 28 UK GDPR). 

Partners may need separate legal advice in order to review any data sharing or data processing agreements with any third parties. 

Bates Wells 
24 May 2024
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